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Summary of doctoral dissertation in English: This study explores relationships between key quantum 

information measures to strengthen the theoretical basis of quantum cryptography. By analyzing 

selected protocols, we develop and extend benchmarks for certifying both security and data quality. 

We describe implementations based on advanced non-linear and semidefinite programming (SDP), 

supported by analytical insights. Chapter 1 reviews core principles of quantum information theory. 

Chapter 2 introduces quantum cryptography, including quantum key distribution (QKD), device 



 
 
independence, and quantum randomness. Chapter 3 presents quantum Darwinism, explaining how 

classical reality emerges from quantum systems. Chapter 4 applies this framework to QKD security 

analysis. Chapter 5 investigates entanglement-based randomness certification using Shannon entropy, 

including Bell inequalities and optimized protocols. Chapter 6 examines the relationship between Bell 

non-locality and quantum discord, identifying numerical correlations between Bell inequality 

violations and discord. 
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independence, and quantum randomness. Chapter 3 presents quantum Darwinism, explaining how 
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